UFO: A Resilient Layered Routing Architecture

Yaping Zhu *, Jennifer Rexford *, Andy Bavier *, Nick Feamster

* Princeton University

Today’s “one size fits all” routing system scales well, but
at the expense of availability. Routers do not respond au-
tomatically to congestion, forcing traffic to traverse over-
loaded paths even when better paths exist. Transient disrup-
tions during routing-protocol convergence [9, 16] degrade
the performance of interactive applications like Voice over
IP (VoIP) [3, 8, 11] and online gaming. In addition, to-
day’s routing protocols do not satisfy the diverse availability
requirements of different applications. For example, some
applications may prefer high-throughput paths while others
prefer low loss and low delay, but today’s routing protocols
route all traffic over the same set of paths. In this paper, we
propose a routing architecture that scales well and provides
high availability for diverse applications by combining ideas
from conventional routing protocols and overlay networks.

Our architecture is motivated by the success of overlay
networks at providing reliable communication services, al-
beit at limited scales. For example, a Resilient Overlay Net-
work (RON) [5, 1] uses a small collection of hosts to form a
topology where each overlay link traverses one or more hops
in the underlying network. RON reacts more quickly than the
underlying network to changes in network conditions; unfor-
tunately, it does not scale to a large number of hosts, and the
resulting paths can sometimes be inefficient. Traversing in-
termediate hosts adds delay and consumes bandwidth and
processing resource.s [6] Quickly masking failures requires
monitoring the underlying paths with frequent probes, which
does not scale to large overlay topologies [4, 12].

This paper argues that, to scale well and provide high
availability, the routing architecture should consist of mul-
tiple layers. Overlay routing should be viewed as part of
the routing system itself, not as “just another application”.
The key questions that a multi-layer routing system must ad-
dress concern: (1) What functions should be placed at each
layer of the routing system? and (2) What interfaces should
these layers expose to one another? To explore these ques-
tions, we present a two-level routing architecture that sup-
ports high availability by reacting quickly to failures by bor-
rowing some design principles and mechanisms from over-
lay networks. We believe that the lower layer, the “under-
lay”, should support the following two functions:

e Direct control over forwarding table entries. We be-
lieve that routers should provide data-plane support for
forwarding packets over “overlay” links, at the behest
of the “overlay” control plane. This enables flexible
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control over the end-to-end paths, without the efficiency
drawbacks (e.g., higher latency and wasted bandwidth)
of traditional overlay networks. Routers could also pro-
vide control-plane support for overlays by virtualiza-
tion [10, 2, 13, 14, 15, 7].

e FExplicit notification about changing network condi-
tions. We believe that routers should notify the over-
lay about critical changes in the properties of an over-
lay link. Explicit notifications improve the efficiency
of reactive routing at the “overlay” layer without com-
promising scalability. This raises important questions
concerning who to notify about what kinds of events,
and how to design a scalable notification system.

We call our system “underlay fused with overlays” (UFO)
to emphasize the cross-layer nature of our design. In prac-
tice, we envision two main deployment scenarios. First, ISPs
could view the two-layer design as an effective way to offer
highly-available communication services to their customers.
Second, ISPs could host third-party overlay services, offer-
ing them extra support for packet forwarding and explicit no-
tification, as an extension of their server hosting business.
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